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can – under certain conditions – obtain removal of certain search results. In November, the 

Article 29 Working Party issued a set of guidelines concerning the implementation of the CJEU 

ruling. These guidelines state that search engines must implement the ruling “on all relevant 

domains, including .com”. Critics argue that the approach advanced by the Working Party goes 

a bridge too far, imposing European values onto non-EU jurisdictions. How far should the right 

to be forgotten extend, geographically speaking? Should Google, upon finding that an 

individual’s request is justified, modify its search results globally? Or should it only modify 

search results shown within the EU? The aim of this paper is answer these questions, using 

public international law as the normative framework. 
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INTERNET AND JURISDICTION AFTER GOOGLE SPAIN: THE EXTRA-

TERRITORIAL REACH OF THE EU’S “RIGHT TO BE FORGOTTEN” 

 

Brendan Van Alsenoy 

Marieke Koekkoek 

 

1. INTRODUCTION  

 

On May 13, 2014, the Court of Justice of the European Union (CJEU) held that 

individuals have a right to obtain removal of certain search results.1 Such a right exists insofar 

as the results (a) refer to information about the individual concerned; (b) show up following a 

Web search on the basis of that person’s name and (c) refer to information which is 

“inadequate, irrelevant or no longer relevant, or excessive in relation to the purposes of the 

processing”.2 The CJEU’s recognition of the so-called “right to be forgotten”3 has kicked up quite 

a storm. Many scorn the ruling, labelling it a menace to the public’s right to know and a push for 

private censorship.4 Others embrace the ruling as a “privacy victory”, adding that the detriment 

to freedom of expression should be minimal in practice.5 Philosophical differences aside, the 

ruling has also triggered many practical questions. Which criteria should a search engine 

operator use when evaluating an individual’s request? Should the operator consult with website 

publishers before making a decision? How far should the “right to be forgotten” extend, 

geographically speaking? It is the last question, which concerns the territorial reach of the “right 

to be forgotten”, that will be the focus of this article. Should a search engine operator, upon 

finding that an individual’s request is justified, modify its search results globally? Or should it 

only modify search results shown within the EU? These questions go to the heart of a 

longstanding debate regarding the relationship between law, jurisdiction and the internet.6  

                                                
1
 Case C–131/12 Google Spain SL, Google Inc. v Agencia Española de Protección de Datos (AEPD), Mario Costeja 

González  [2014] <http://curia.europa.eu >.  
2
 Case C‑131/12, para 94. 

3
 The term ‘right to be forgotten’ is generally considered to be a misnomer. Alternative names include a “right to 

delisting” (Article 29 Data Protection Working Party) “a right to suppress” (Kuner), or a “right to practical obscurity” 

(Warner & Herzog). Notwithstanding the fact that these terms may more accurately describe the true meaning and 

scope of the CJEU’s ruling, we will continue to use the “right to be forgotten” as a shorthand reference for purposes of 

this article.  
4
 See e.g. David Lee, ‘Google ruling 'astonishing', says Wikipedia founder Wales’ (BBC News Technology, 14 May 

2014) <http://www.bbc.com/news/technology-27407017> accessed 19 December 2014. For a more comprehensive 

overview see also Christopher Kuner, ‘The Court of Justice of the EU Judgment on Data Protection and Internet 

Search Engines: Current Issues and Future Challenges’ (2014) 1, 2 

<http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2496060> accessed 21 November 2014.  
5
 See e.g. Melanie Amann a.o., ‘Europe: 1, Google: 0: EU Court Ruling a Victory for Privacy (Part 1)’ (Spiegel Online 

International, 20 May 2014) <http://www.spiegel.de/international/business/court-imposes-right-to-be-forgotten-on-

google-search-results-a-970419.html> accessed 14 December 2014. 
6
 See e.g. Uta Kohl, Jurisdiction and the Internet – Regulatory Competence of Online Activity, (Cambridge University 

Press 2007) 347; Thomas Schultz, ‘Carving Up the Internet: Jurisdiction, Legal Orders, and the Private/Public 

http://curia.europa.eu/
http://www.bbc.com/news/technology-27407017
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2496060
http://www.spiegel.de/international/business/court-imposes-right-to-be-forgotten-on-google-search-results-a-970419.html
http://www.spiegel.de/international/business/court-imposes-right-to-be-forgotten-on-google-search-results-a-970419.html
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To date, search engine operator Google has limited its removal of search results under 

European data protection law to the “European versions” of its search engine.7 Search results of 

people using google.com remain unaltered, while people using google.es or google.be may no 

longer be seeing the full picture.8 However, Google still allows its EU users to switch to the .com 

version, simply by clicking a button at the bottom of the page. By not taking further measures to 

limit access to “forgotten” search results, Google’s approach has provoked concerns from EU 

Data Protection Authorities.9 So what should the search engine operators be doing?  

 

According to the Article 29 Working Party, search engine operators should implement the ruling 

such a in a way it guarantees “effective and complete” protection of data subjects’ rights and 

that EU law “cannot easily be circumvented”.10 In practice, this means that de-listing should be 

made effective “on all relevant domains, including .com”.11 Critics argue that the approach 

advanced by the Working Party goes a bridge too far.12 After all, search engines such as 

Google offer their services on a global scale. By requiring Google to modify search results on all 

domains, it seems as if the EU is imposing its values onto non-EU jurisdictions.13 This is 

problematic, at least in principle, because each State is free to decide how to balance privacy 

and freedom of expression.  

 

The aim of this paper is to evaluate the Google Spain ruling and its extra-territorial effects from 

the perspective of public international law.14 The jurisdictional issues presented by the case are 

                                                                                                                                                       
International Law Interface’ (2008), (19)(4) EJIL, 799 <http://www.ejil.org/article.php?article=1662&issue=86> 

accessed 20 December 2014 and   Niloufer Selvadurai, ‘The Proper Basis for Exercising Jurisdiction in Internet 

Disputes: Strengthening State Boundaries or Moving Towards Unification?’  (2013) (13)(2) JTLP, 

<http://tlp.law.pitt.edu/ojs/index.php/tlp/article/view/124/127> accessed 20 December 2014. 
7
 See Peter Fleischer, ‘Response to the Questionnaire addressed to Search Engines by the Article 29 Working Party 

regarding the implementation of the CJEU judgment on the “right to be forgotten”’, 31 July 2014, 

<https://docs.google.com/file/d/0B8syaai6SSfiT0EwRUFyOENqR3M/edit?pli=1> accessed 21 November 2014.  
8
 If you do a name search on google.co.uk today, you will in all probability find a notice at the bottom of the page 

which says:  “Some results may have been removed under data protection law in Europe”.  This message appears 

regardless of whether the person in question has requested any removal of results.   
9
 Leila Abboud and Julia Fioretti, ‘Europe debates how far to push ‘right to be forgotten’’ (Reuters, 25 July 2014), 

<http://www.reuters.com/article/2014/07/25/google-eu-privacy-idUSL6N0Q02JR20140725> accessed at 30 

November 2014.  
10

 Article 29 Data Protection Working Party, ‘Guidelines on the implementation of the Court of Justice of the European 

Union judgment on “Google Spain and Inc. v. Agencia Española de Protección de Datos (AEPD) and Mario Costeja 

González” - C-131/12’ (2014) WP225 <http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-

recommendation/files/2014/wp225_en.pdf> accessed 10 December 2014. 
11

 Id. 
12

 See e.g. David Meyer, ‘Why the EU’s ‘right to be de-linked’ should not go global’ (Gigaom Research, 26 November 

2014) <https://gigaom.com/2014/11/26/why-the-eus-right-to-be-de-linked-should-not-go-global/> accessed 10 

December 2014. 
13

 See also Alan McQuinn, ‘EU Guidelines for “Right to Be Forgotten” Harm Transparency and Represent a Vast 

Overreach on Internet Policy’ (The Innovation Files, 3 December 2014) <http://www.innovationfiles.org/eu-guidelines-

for-right-to-be-forgotten-harm-transparency-and-represent-a-vast-overreach-on-internet-policy> accessed 19 

December 2014.    
14

 For a more detailed analysis as to whether or not data protection law should be viewed as either “public” or “private 

law”, see Christopher Kuner, ‘Data Protection Law and International Jurisdiction on the Internet (Part 1)’ (2010) 

http://www.ejil.org/article.php?article=1662&issue=86
http://tlp.law.pitt.edu/ojs/index.php/tlp/article/view/124/127
https://docs.google.com/file/d/0B8syaai6SSfiT0EwRUFyOENqR3M/edit?pli=1
http://www.reuters.com/article/2014/07/25/google-eu-privacy-idUSL6N0Q02JR20140725
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp225_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp225_en.pdf
https://gigaom.com/2014/11/26/why-the-eus-right-to-be-de-linked-should-not-go-global/
http://www.innovationfiles.org/eu-guidelines-for-right-to-be-forgotten-harm-transparency-and-represent-a-vast-overreach-on-internet-policy
http://www.innovationfiles.org/eu-guidelines-for-right-to-be-forgotten-harm-transparency-and-represent-a-vast-overreach-on-internet-policy
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essentially two-fold. First, there is the question of prescriptive and adjudicative jurisdiction. Is it 

legitimate for the EU, in cases such as Google Spain, to regulate processing activities which, for 

the most part, take place outside of EU territory? The second jurisdictional issue concerns the 

implementation of the “right to be forgotten”. How far can (or should) the EU go when requiring 

search engines to implement the CJEU ruling? If a request for removal is granted, should it only 

affect “local” search results (e.g., search results displayed in the home-state of the data 

subject)? Or are there reasonable legal grounds that compel a wider, perhaps even global, 

implementation?  

 

2. TERRITORIAL SCOPE OF DIRECTIVE 95/46  

 

2.1 THE EXTRA-TERRITORIAL REACH OF ARTICLE 4(1)A 

 

Article 4(1) specifies several situations in which Member States must apply their national laws 

transposing the Directive. The most important grounds are (1) the location of an establishment 

of the controller (article 4(1)a) and (2) the location of equipment being used (article 4(1)c).15 

While both provisions may lead to extra-territorial reach of EU data protection law, we will limit 

our current analysis to article 4(1)a.16  

 

                                                                                                                                                       
(18)(2) IJLIT, 181-183. Kuner concludes that “data protection law should not be considered to be solely public law or 

private law, but that its characterization should depend on the specific activity or issue in question. Thus, if an action 

is taken by a data protection authority (for example, an enforcement action such as an audit), then this should be 

considered to be a matter of public law, but if action is taken by a private actor (such as signing a data transfer 

agreement with another private party), then it should be considered one of private law (albeit it with a strong 

regulatory element).” (Ibid, p. 183). Given that our purpose is to evaluate the guidance issued by the Article 29 

Working Party, which intends to inform inter alia the future enforcement by Data Protection Authorities, we consider it 

appropriate to use public international law as our normative framework here. Nevertheless, reference will be made to 

examples of private international law in later sections to further inform the subsequent application of public 

international law principles. 
15

 Article 29 Data Protection Working Party, ‘Opinion 8/2010 on applicable law’ (2010) WP 179, 8 

<http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp179_en.pdf> accessed 19 July 2013. In addition to 

these two primary criteria, the Directive also specifies in article 4(1)(b) that Member States shall apply their national 

data protection laws when ‘the controller is not established on the Member State's territory, but in a place where its 

national law applies by virtue of international public law’. This provision mainly aims at situations in which EU law 

applies by virtue of an international treaty or custom, e.g. in relation to activities carried out by embassies in a foreign 

country. See D.J.B. Svantesson, ‘The Extraterritoriality of EU Data Privacy Laws – Its Theoretical Justification and Its 

Practical Effect on U.S. Businesses’ (2014), (50)(1) SJIL, 66. 
16

 For discussion of 4(1)c see Lokke Moerel, ‘The long arm of EU data protection law: Does the Data Protection 

Directive apply to processing of personal data of EU citizens by websites worldwide?’ (2011) (1)(1) IDPL, 28 et seq. 

For application of 4(1)c to the facts of Google Spain Brendan Van Alsenoy, Aleksandra Kuczerawy and Jef Ausloos, 

‘Search engines after Google Spain: internet@liberty or privacy@peril?’ (2013) (15) ICRI WPS 

<http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2321494> accessed 21 November 2014. 

http://ec.europa.eu/justice/policies/privacy/docs/wpdocs/2010/wp179_en.pdf
http://papers.ssrn.com/sol3/papers.cfm?abstract_id=2321494
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Article 4(1)a provides that Member States must apply their national data protection laws if “the 

processing is carried out in the context of the activities of an establishment of the controller on 

the territory of the Member State […]”.17 

 

The determination of applicable law under article 4(1)a is closely related to the identification of 

the entity acting as a “controller” and its” “establishment(s)”.18 Equally important, however, is the 

reference to the “context of activities”: this criterion implies that the establishment of the 

controller must be involved in activities implying the processing of personal data in question.19 

Or rather, the establishment must be involved in a “real and effective exercise of activities in the 

context of which the personal data are being processed”.20 

 

Article 4(1)a does not require that the establishment in question is acting as a controller, nor that 

the processing is taking place on the territory of the Member State in question.21 As a result, 

article 4(1)a has the potential for “extra-territorial”22 reach: Member States are expected to apply 

their national laws to processing taking place outside their territory if it is being carried out “in 

the context of the activities of an establishment of the controller” located on its territory.23  

 

 

 

 

                                                
17

 Article 4(1)a of Directive 95/46 goes on to state that ‘when the same controller is established on the territory of 

several Member States, he must take the necessary measures to ensure that each of these establishments complies 

with the obligations laid down by the national law applicable’. 
18

 Article 29 Data Protection Working Party, ‘Opinion 8/2010 on applicable law’ (2010) WP179, 8. The notions of 

“controller” and “establishment” do not coincide. A controller can have several establishments, just as entities that 

jointly exercise control can concentrate activities within one or more establishments. (Ibid, 11) The term 

‘establishment’ is not formally defined by Directive 95/46, but according to recital (19) ‘implies the effective and real 

exercise of activity through stable arrangements; whereas the legal form of such an establishment, whether simply 

branch or a subsidiary with a legal personality, is not the determining factor in this respect’. The Court of Justice of 

the European Union has considered (in relation to the freedom of establishment under article 50 TFEU) that a stable 

establishment requires that ‘both human and technical resources necessary for the provision of particular services 

are permanently available’. (Id.). See also Lokke Moerel, ‘The long arm of EU data protection law: Does the Data 

Protection Directive apply to processing of personal data of EU citizens by websites worldwide?’ (2011) (1)(1) IDPL, 

34-35 (concluding that all subsidiaries and most branch offices will qualify as ‘establishments’). 
19

 Article 29 Data Protection Working Party, ‘Opinion 8/2010 on applicable law’ (2010) WP179, 2. 
20

 Ibid, p.11.  
21

 Lokke Moerel, ‘Back to basics: when does EU data protection law apply?’ (2011) (1)(2) IDPL, 97. The legislative 

history of the Directive shows that article 4(1)a does not embody the so-called “country of origin” principle (ibid, 94-

97). For an overview of divergent views see Lokke Moerel, ‘Back to basics: when does EU data protection law apply?’ 

(2011) (1)(2) IDPL. 103. Eduardo Ustaran, ‘The Scope of Application of EU Data Protection Law and Its 

Extraterritorial Reach’, in Noriswadi Ismail, Edwin Lee Yong Cieh (eds), Beyond Data Protection – Strategic Case 

Studies and Practical Guidance (Springer, 2013), 144. 
22

 For a discussion of the concept of “extra-territoriality” see D.J.B. Svantesson, ‘The Extraterritoriality of EU Data 

Privacy Laws – Its Theoretical Justification and Its Practical Effect on U.S. Businesses’ (2014), (50)(1) SJIL, 60. See 

also Joanne Scott, ‘Extraterritoriality and Territorial Extension in EU Law’ (2014) (62) (1) AJCL, 90.  
23

 Article 29 Data Protection Working Party, ‘Opinion 8/2010 on applicable law’ (2010) WP179, 8. 
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2.2 APPLICATION IN GOOGLE SPAIN 

 

Google Spain’s status as an “establishment” was not disputed by any of the parties.24 Instead, 

the arguments focused on whether Google’s search engine activities may be viewed as taking 

place “in the context of the activities” of this establishment. During oral arguments, Google 

asserted that the processing at issue was not carried out in the context of the activities of 

Google Spain, but rather of those of Google Inc. Two arguments were made in support of this 

assertion. First, the Spanish subsidiary does not actively participate in the operation of the 

search engine service, which is carried out exclusively by Google Inc.25 Second, the Spanish 

subsidiary does not require the processing at issue to take place in order for it to conduct its 

business operations. After all, its activities are limited to the marketing of Google services and 

selling of advertising space. This activity, it was argued, does not depend on the processing at 

issue, particularly if one considers that Google’s behavioral advertising model is not based on 

the indexed content, but rather on the search queries of users.26 

 

The counsel for the European Commission defended an opposing viewpoint. She argued that 

Google’s search engine activities are closely related to the activity of selling advertising space, 

which is precisely what subsidiaries such as Google’s establishment in Spain are engaged in. 

As a result, she concluded, the processing activities related to the search engine service are 

also being carried out “in the context of the activities” of Google’s Spanish subsidiary. The 

counsels for the plaintiff, Spain and Austria, likewise emphasized the “unity of organization” that 

exists between Google Inc. and its Spanish subsidiary. They also underlined the link between 

the search engine service and the selling of advertising space from a business model 

perspective; arguing that the activity of Google’s establishment in Spain should not be regarded 

as an ancillary activity, but rather as an integral part of the primary activity (i.e. the selling of 

advertising space). 

 

In the end, the CJEU embraced the arguments put forth by Google’s opponents. The Court 

considered that the activities of the search engine operator and those of its establishment are 

“inextricably linked”, as Google’s search engine service is closely related to the activity of selling 

advertising space.27 Specifically, the Court reasoned that  

                                                
24

 Case C‑131/12, para 49. 
25

 Case C‑131/12, para 51. 
26

 Similar reasoning was previously put forward by Google’s global privacy counsel in his response to the Article 29 

Data Protection Working Party’s opinion on search engines. See Peter Fleischer, ‘Response to the Questionnaire 

addressed to Search Engines by the Article 29 Working Party regarding the implementation of the CJEU judgment on 

the “right to be forgotten”’, 31 July 2014, 7-8 

<https://docs.google.com/file/d/0B8syaai6SSfiT0EwRUFyOENqR3M/edit?pli=1> accessed 21 November 2014. In this 

letter, Google’s privacy counsel also takes the position that in order for article 4(1)a to apply, it is necessary that the 

establishment in question is acting as a controller towards the processing in question (Ibid, p. 8). However, the 

legislative history of Directive 95/46/EC makes clear that such a requirement was no longer envisaged by the EU 

legislator when the final draft was approved. For more information see Lokke Moerel, ‘Back to basics, when does EU 

data protection law apply?’ (2011) (1)(2) IDPL, 97.  
27

 CJEU, Case C‑131/12, para 56. 

https://docs.google.com/file/d/0B8syaai6SSfiT0EwRUFyOENqR3M/edit?pli=1
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“the activities relating to the advertising space constitute the means of rendering the 

search engine at issue economically profitable and that engine is, at the same time, the 

means enabling those activities to be performed.”28 

 

The CJEU also considered the ratio legis of Directive 95/46, which is to ensure “effective and 

complete” protection of individuals with respect to the processing of their personal data.29 It 

noted that the EU legislature “sought to prevent individuals from being deprived of the protection 

guaranteed by the directive and that protection from being circumvented, by prescribing a 

particularly broad territorial scope.”30 Based on these observations, the CJEU concluded that 

the processing relating to the search engine service should be viewed as taking place “in the 

context of the activities of an establishment” located on EU territory.31 

 

2.3 ASSESSMENT 

 

Under customary international law, there should be a bona fide connection between the subject 

matter of a dispute and the State asserting jurisdiction over it.32 There are approximately five 

general principles upon which a jurisdictional claim might be based, namely (1) the territoriality 

principle (objective and subjective); (2) the nationality principle (active or passive); (3) the 

effects principle; (4) the protective principle; or (5) the universality principle.33 For purposes of 

public international law34, it is the territoriality principle which is the primary - but not the sole - 

                                                
28

 CJEU, Case C‑131/12, para 56. 
29

 CJEU, Case C‑131/12, para 53. 
30

 CJEU, Case C‑131/12, para 54. 
31

 The Advocate General had similarly concluded that the ‘processing of personal data takes place within the context 

of a controller’s establishment if that establishment acts as the bridge for the referencing service to the advertising 

market of that Member State, even if the technical data processing operations are situated in other Member States or 

third countries’. (Advocate General Jääskinen, Case C‑131/12, para 67). Likewise, in its opinion on search engines, 

the Article 29 Working Party had reasoned that search engine processing activities take place “in the context of the 

activities of an establishment” if the establishment is involved in the selling of targeted advertisements to the 

inhabitants of that state. See Article 29 Data Protection Working Party, ‘Opinion 1/2008 on data protection issues 

related to search engines’ (2008) WP148, 10.  
32

 See Cedric Ryngaert, Jurisdiction in International Law (OUP, 2008), 21 et seq. (“More generally, it may be 

submitted that a State may not exercise its jurisdiction when it has no legitimate interest in or when it is not affected 

by an activity.”)  (Ibid, 21-22.) See also Bernhard Maier, ‘How Has the Law Attempted to Tackle the Borderless 

Nature of the Internet’ (2010) IJLIT (18)(2) 155, with reference to Dow Jones and Company Inc v Gutnick, 194 ALR 

4333 (10 December 2002), para 101.  
33

 See D.J.B. Svantesson, ‘The Extraterritoriality of EU Data Privacy Laws – Its Theoretical Justification and Its 

Practical Effect on U.S. Businesses’ (2014), (50)(1) SJIL, 80 et seq.; Bernhard Maier, ‘How Has the Law Attempted to 

Tackle the Borderless Nature of the Internet’ (2010) IJLIT (18)(2) 143 and Robert Dover and Justin Frosini, ‘The 

extraterritorial effects of legislation and policies in the EU and US’ (2012) Study for the European Parliament's 

Committee on Foreign Affairs <http://www.europarl.europa.eu/RegData/etudes/etudes/join/2012/433701/EXPO-

AFET_ET%282012%29433701_EN.pdf> last accessed 19 December 2014.  
34

 Regarding the importance of the distinction between public and private law in deciding jurisdictional issues see Uta 

Kohl, Jurisdiction and the Internet – Regulatory Competence of Online Activity, (Cambridge University Press 2007), 

230-250. 

http://www.europarl.europa.eu/RegData/etudes/etudes/join/2012/433701/EXPO-AFET_ET%282012%29433701_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/etudes/join/2012/433701/EXPO-AFET_ET%282012%29433701_EN.pdf
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basis of jurisdiction.35 The principle of territoriality entails that each State has the right to 

regulate persons, matters and events within its own territory.36 It is based on the principle of 

sovereign equality of States and the principle of non-intervention.37 A corollary of the territoriality 

principle is that States should exercise some restraint before asserting jurisdiction extra-

territorially: if a State wishes to be recognized as sovereign within its own borders, it must 

respect the sovereignty of other States within their borders.38 Nevertheless, it would appear that 

States increasingly undertake to regulate conduct taking place abroad.39 The seemingly 

borderless nature of the internet has of course, in no small part, furthered this development.40  

 

In Google Spain, it was the establishment of the controller which gave rise to the applicability of 

an EU Directive. “Establishment” is normally a strong connecting factor. In theory, all this 

concept does is provide for a straightforward application of the territoriality principle.41 If you are 

established and operate within a State’s territory, you have to play by its rules. This makes 

sense. However, things may get trickier when the territorial nexus of establishment is used as a 

means to regulate conduct abroad. Moerel has already pointed out that in the case of article 

4(1)a, the principle of territoriality has a “more or less virtual nature”:42 

 

“The formal place of establishment of the controller is not relevant […] The controller of 

the data itself may be established outside of the EU. […] [T]he territoriality principle is in 

fact adhered to by Article 4(1)a as the data processing is virtually connected to the 

territory of the EU (ie takes place in the context of the activities of the establishment in 

the Member State).”43  

                                                
35

 Uta Kohl, Jurisdiction and the Internet – Regulatory Competence of Online Activity, (Cambridge University Press 

2007), p. 20 and Cedric Ryngaert, Jurisdiction in International Law (OUP, 2008), 27 et seq. See also The American 

Law Institute, Restatement (Third) of the Law of the Foreign Relations Law of the United States (1988) Section 402. 
36

 Uta Kohl, Jurisdiction and the Internet – Regulatory Competence of Online Activity, (Cambridge University Press 

2007), 89 et seq. 
37

 Cedric Ryngaert, Jurisdiction in International Law (OUP, 2008), 29. 
38

 Other arguments advocating against extra-territorial assertions of jurisdiction include unforeseeability, limited 

enforceability, liability under multiple jurisdiction, etc. See e.g. Bernhard Maier, ‘How Has the Law Attempted to 

Tackle the Borderless Nature of the Internet’ (2010) IJLIT (18)(2) 161-162. 
39

 See D.J.B. Svantesson, ‘The Extraterritoriality of EU Data Privacy Laws – Its Theoretical Justification and Its 

Practical Effect on U.S. Businesses’ (2014), (50)(1) SJIL, 61. For a discussion of the development of international 

case law in this respect see Uta Kohl, Jurisdiction and the Internet – Regulatory Competence of Online Activity, 

(Cambridge University Press 2007), 89-108. 
40

 For a charming metaphor (“a story about eggs”) on how the internet has further complicated the issues sovereignty 

and jurisdiction see Uta Kohl, Jurisdiction and the Internet – Regulatory Competence of Online Activity, (Cambridge 

University Press 2007), 1-3. 
41

 Bernhard Maier, ‘How Has the Law Attempted to Tackle the Borderless Nature of the Internet’ (2010) IJLIT (18)(2) 

174. 
42

 Lokke Moerel, ‘The long arm of EU data protection law: Does the Data Protection Directive apply to processing of 

personal data of EU citizens by websites worldwide?’ (2011) (1)(1) IDPL, 29. 
43

 Ibid, p. 29-30 (emphasis added). The use of a “virtual” connection to EU territory as a means to regulate conduct 

taking place abroad is similar to (but not the same as) the concept of “territorial extension”, whereby the EU indirectly 

exports its standards to other jurisdictions by virtue of a territorial connection. See Joanne Scott, ‘Extraterritoriality 

and Territorial Extension in EU Law’ (2014) (62) (1) AJCL, 90. The Data Protection Directive provides an example of 

“territorial extension” not in article 4(1)a but in one of its other provisions, namely in article 25 (in that it entails 
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So the territorial link of Google’s “establishment” in Spain is perhaps not as strong as initially 

thought. We should therefore look to further justifications that might solidify the EU’s assertion of 

jurisdiction. Such justifications are not, however, very difficult to imagine. To begin with, the 

language used by the CJEU suggests that at least one other jurisdictional principle was at play 

in Google Spain, namely the effects principle. The effects principle stipulates that States may 

regulate behavior which takes place outside its territory insofar as it produces substantial effects 

within its territory.44 This principle is frequently applied in competition matters, whereby States 

use it to assert jurisdiction over foreign practices which restrict competition in national markets.45  

 

Even though the effects principle has been developed in the context of antitrust law46, its logic 

can be extended to other areas of law, including data protection law. Similar to antitrust law, 

data protection cannot be fully effective when applied strictly territorially.47 Moreover, 

international human rights law offers direct support for the proposition that States should 

consider the effects of foreign conduct on their citizens’ privacy.48  In its ruling, the Google Spain 

Court made repeated reference to the need to ensure “effective and complete” protection of 

individuals.49 It also noted, on several occasions, that the processing of personal data by search 

                                                                                                                                                       
evaluation of foreign legal systems with export from the EU as a territorial trigger). See J. Scott, ‘The New EU 

‘Extraterritoriality’’ (2014), manuscript on file with author.  
44

 The American Law Institute, Restatement (Third) of the Law of the Foreign Relations Law of the United States 

(1988) section 402. See also D.J.B. Svantesson, ‘The Extraterritoriality of EU Data Privacy Laws – Its Theoretical 

Justification and Its Practical Effect on U.S. Businesses’ (2014), (50)(1) SJIL,  82; Cedric Ryngaert, Jurisdiction in 

International Law, United States and European perspectives (2007) PhD. Thesis, 198, 

<https://lirias.kuleuven.be/bitstream/1979/911/2/doctoraat.pdf> accessed at 11 December  2014. See also M. 

Huffman, “A Retrospective of Twenty-Five Years on the Foreign Trade Antitrust Improvements Act”, Houston Law 

Review 2007, Vol. 44, p. 285, 298-300.    
45

 D.J.B. Svantesson, ‘The Extraterritoriality of EU Data Privacy Laws – Its Theoretical Justification and Its Practical 

Effect on U.S. Businesses’ (2014), (50)(1) SJIL, 82. 
46

 See also Deepa Rishikesh, ‘Extraterritoriality versus Sovereignty in International Antitrust Jurisdiction’ (1990) 

(14)(3) World Competition, 49; Max Huffman, ‘A Retrospective of Twenty-Five Years on the Foreign Trade Antitrust 

Improvements Act’ (2007) (44) Hous. L. Rev., 285, 298-300. 
47

 See more generally John H. Currie, Public International Law (Irwin Law, 2001), 300. 
48

 Svantensson points out that signatories to the International Covenant on Civil and Political Rights (ICCPR) are in 

fact under an obligation “to provide legal protection against unlawful attacks on the privacy of the people subject to its 

jurisdiction and those present within its territory, regardless of the origins of the attack”. (D.J.B. Svantesson, ‘The 

Extraterritoriality of EU Data Privacy Laws – Its Theoretical Justification and Its Practical Effect on U.S. Businesses’ 

(2014), (50)(1) SJIL, 78). Similar considerations apply in relation to the European Convention of Human Rights and 

the European Charter of Fundamental Rights. 
49

 At first glance, the language of the CJEU may appear a reference to the “protective principle”, according to which 

States may claim jurisdiction over activities abroad which threaten its national interests. However, the protective 

principle is typically invoked to protect state interests rather than individual interests (e.g., national security). Cedric 

Ryngaert, Jurisdiction in International Law, United States and European perspectives (2007), 102 et seq.. One might 

also infer from the CJEU’s language that the “passive personality principle” is at play, according to which States may 

prosecute foreign nationals for offences committed abroad that affect its own citizens. However, the application of this 

principle is typically only considered justified in very serious crimes, such as terrorism. See e.g. John G. McCarthy, 

‘The passive Personality Principle and Its Use in Combating International Terrorism’ (1990) (13)(3) Fordham Int. L.J., 

307-308.  Moreover, early commentaries of Directive 95/46 suggest that the territorial scope of Directive 95/46/EC 

does to take into account nationality or even the domicile of data subjects as such. See information see Lokke 

Moerel, ‘Back to basics: when does EU data protection law apply?’ (2011) (1)(2) IDPL, 97. 

https://lirias.kuleuven.be/bitstream/1979/911/2/doctoraat.pdf
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engines may bring about a serious interference with the rights which Directive 95/46 was 

designed to protect.50 This language suggests that the CJEU’s conclusion was motivated in no 

small part by the recognition that Google’s search engine activities may have a real impact (i.e. 

“substantial effect”) on EU data subjects.51 In the words of the CJEU: 

 

“[…] it cannot be accepted that the processing of personal data carried out for the 

purposes of the operation of the search engine should escape the obligations and 

guarantees laid down by Directive 95/46, which would compromise the directive’s 

effectiveness and the effective and complete protection of the fundamental rights and 

freedoms of natural persons which the directive seeks to ensure […]”.52 

 

The CJEU’s implicit reliance upon the effects principle in a cross-border dispute involving data 

privacy is by no means novel. Svantesson has previously argued that “[t]he types of 

extraterritorial claims found in the context of data privacy seem to fall squarely within the effects 

doctrine”.53 Moerel has likewise pointed out that the jurisdictional grounds of 4(1) have been 

interpreted in such a way as to extend protection to EU data subjects, even though the 

language of Directive 95/46 mainly focuses on territorial nexi.54 

 

The effects principle is a controversial basis of jurisdiction55, particularly in relation to internet 

content regulation.56 Due to the global nature of the internet, any State might claim to be 

affected by online content originating from anywhere in the world.57 However, CJEU’s 

interpretation of article 4(1)a is quite logical if one considers the alternative. If the CJEU had 

ruled otherwise, this would, in the long run, create an unfair competitive advantage for non-EU 
                                                
50

 Case C‑131/12, paras 80-81. 
51

 To be clear, the protection offered by Directive 95/46/EC is not limited to EU citizens, but extends to any individuals 

falling within the jurisdiction of a State which has implemented Directive 95/46/EC. The term ‘EU data subjects’ thus 

refer to individuals falling within the jurisdiction of a State belonging to the EEA. 
52

 CJEU, Case C‑131/12, paragraph 58. 
53

 D.J.B. Svantesson, ‘The Extraterritoriality of EU Data Privacy Laws – Its Theoretical Justification and Its Practical 

Effect on U.S. Businesses’ (2014), (50)(1) SJIL, 85. 
54

 Lokke Moerel, ‘The long arm of EU data protection law: Does the Data Protection Directive apply to processing of 

personal data of EU citizens by websites worldwide?’ (2011) (1)(1) IDPL, 41. See also Christopher Kuner, ‘Data 

Protection Law and International Jurisdiction on the Internet (Part 1)’ (2010) (18)(2) IJLIT, 189. 
55

 See e.g. Christopher Kuner, ‘Data Protection Law and International Jurisdiction on the Internet (Part 1)’ (2010) 

(18)(2) IJLIT, 190. For example, the EU Derivatives Regulation imposes obligations on contracts among entities in 

third countries only if those contracts have a “direct, substantial and foreseeable effect” within the EU. (Regulation 

No. 648/2012 of the European Parliament and of the Council of 4 July 2012 on OTC derivatives, central 

counterparties and trade repositories, O.J. 27 July 2012, L/201-59 at articles 4(1)v and article 11(12)). (Joanne Scott, 

‘Extraterritoriality and Territorial Extension in EU Law’ (2014) (62) (1) AJCL, 95.)  Section 3.3 will discuss in greater 

detail how the competing interests of effective enforcement of national rules and the principle of non-interference with 

other States’ can be balanced.  
56

 See generally Daniel Castro and Robert Atkinson, ‘Beyond Internet Universalism: A Framework for Addressing 

Cross-border Internet Policy’ (2014) ITIF, 1-7 <http://www2.itif.org/2014-crossborder-internet-policy.pdf> accessed 19 

December 2014.  
57

 See also Jonathan Zittrain, ‘Be Careful What You Ask For: Reconciling a Global Internet and Local Law’ (2003) 

Harvard Law School Public Law, Research Paper No. 2003-03 5/2003, 5 

<http://cyber.law.harvard.edu/wg_home/uploads/204/2003-03.pdf> accessed 20 December 2014.  

http://www2.itif.org/2014-crossborder-internet-policy.pdf
http://cyber.law.harvard.edu/wg_home/uploads/204/2003-03.pdf
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based companies (who only have subsidiaries in the EU) over EU companies (who are fully 

established in the EU). The advantage would be particularly significant in markets where 

personal data processing is an important aspect.58 In other words: holding article 4(1)a 

inapplicable would be the equivalent of extending “special guest status” to foreign data 

controllers who offer their (data-intensive) services on the EU market.59 If one considers that the 

sale of advertising space is intrinsically linked to the offering of the search engine service (cf. 

supra), it was quite reasonable to hold article 4(1)a applicable to the facts of Google Spain. 

 

Finally, it is worth observing that the CJEU also took note of a number of additional factors 

which point to a strong connection with EU territory. In particular, the CJEU noted that: 
- there is a local version of Google Search which is offered in Spanish through the 

website “www.google.es”; 

- Google Search also indexes websites located in Spain;  

- the Google group has recourse to its subsidiary Google Spain for promoting the sale 

of advertising space generated on the website ‘www.google.com’; and 

- Google Search is one of the most used search engines in Spain.60 

 

Although these factors were not explicitly relied upon by the CJEU when considering the 

applicability of article 4(1)a, they might nevertheless be considered as signs of a close territorial 

connection with an EU Member State.61 

 

 

 

 

                                                
58

 One might argue that the processing at issue in Google Spain (i.e. crawling, indexing, storage and referencing of 

webpage content) relies only to a limited extent on the processing of personal data (as it seems reasonable to 

assume that the majority of webpage content is still non-personal in nature). This argument does not preclude the 

interpretation advanced by the Advocate General, however: article 4(1)a does not impose a quantitative threshold 

with regards to the amount of personal data being processed. Furthermore, as the present case concerns inter alia 

indexation on the basis of a person’s name, it would seem counter-intuitive to exclude this processing from the 

territorial scope of Directive 95/46 solely because the controller also engages in non-personal data processing. 
59

 Applying different rules to “guests” would undermine EU data protection rules as well as create legitimacy problems 

(see also Kohl, U., "Barbarians in Our Midst: 'Cultural Diversity' on the Transnational Internet.", European Journal of 

Law and Technology 2014, Vol 5., No. 1.). Of course, this reasoning does not extend to situations where the 

processing at issue is totally unrelated to the activities of the establishment in question, which is precisely what 

Google’s counsel was arguing. For example, if a parent company is engaged in a wide range of different processing 

activities, and some subsidiaries only offer support for certain activities (and not for others), different laws may be 

applicable (see also Article 29 Data Protection Working Party, ‘Opinion 8/2010 on applicable law’ (2010) WP179, 12-

17). However, we consider the proposition advanced by (a.o.) the European Commission, i.e. that there is a sufficient 

connection between the activities of Google Spain and Google’s search engine service, reasonably sufficient to justify 

application of EU data protection law to this activity.  
60

 Case C‑131/12, para 43. See also Albert Gidari, ‘Client Update: The Right to be Forgotten, Everywhere’ (Perkins 

Coie, Privacy & Security, 6 April 2014) <http://www.jdsupra.com/legalnews/the-right-to-be-forgotten-everywhere-

48744> accessed 20 December 2014.    
61

 Section 3.3 will discuss how the effects principle can be combined with the presence of territorial nexi in order to 

justify assertions of extra-territorial jurisdiction. 

http://www.jdsupra.com/legalnews/the-right-to-be-forgotten-everywhere-48744
http://www.jdsupra.com/legalnews/the-right-to-be-forgotten-everywhere-48744
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3. TERRITORIAL REACH OF THE “RIGHT TO BE FORGOTTEN” 

 

3.1 THINK LOCALLY, BUT ACT GLOBALLY?  

 

The second jurisdictional issue raised by the Google Spain ruling concerns its implementation. 

How far should the “right to be forgotten” extend, geographically speaking? Should search 

engine providers modify their search results globally? Or should they only be expected to modify 

search results shown within the EU? In theory, one could imagine roughly three modes of 

implementation: 

(1) Domain-based: search results are modified according to the domain name extension 

used to access the search engine (e.g., google.es, google.be, google.com …);  

(2) Geographic filtering: search results are tailored according to the geographic origin of 

the search query, regardless of which domain is used; or  

(3) Global implementation: all search results are modified, world-wide, regardless of the 

geographic origin of the query or domain name extension used to access the search 

engine. 

 

As mentioned in the introduction, Google’s current approach is largely62 domain-based, whereby 

it limits modification of results to the “European versions” of its search engine. While certain 

results might have been removed from google.es or google.be, they remain available by a 

simple switch to google.com or any other non-EEA domain name extension (e.g., google.ca).63 

By making it so easy to retrieve “forgotten” search results, Google’s current approach arguably 

undermines the effectiveness of the CJEU ruling.64 On the other hand, implementing local 

requirements on a global scale can bring about unintended consequences, not least with 

regards to the freedom of expression.65 After all, the fundamental right to freedom of expression 

comprises the freedom to receive and impart information “regardless of frontiers”.66 So how 

should search engines implement the ruling? 

 

                                                
62

 As we will see later, Google actually combines the domain-based approach with “soft” geographic filtering: when a 

user located outside the United States types “google.com” as a URL, Google will first automatically redirect the user 

to country-specific version of the search based on the geographic origin of the query. Svantensson classifies this 

approach as “the country lens approach”. See D.J.B., ‘Delineating the Reach of internet intermediaries’ Content 

Blocking – “ccTLD Blocking”, “Strict Geo-location Blocking” or a “Country Lens Approach”?’ (2014) (11)(2) 

SCRIPTed, 165,<http://script-ed.org/?p=1539> accessed 19 December 2014. 
63

 Switching between domains is facilitated by Google, who currently offers a button linking to google.com at the 

bottom of the page of any European version of the search engine. If an EU types for example “google.ca”, there  is no 

automatic initial redirect.  
64

 See also Leila Abboud and Julia Fioretti, ‘Europe debates how far to push ‘right to be forgotten’’ (Reuters, 25 July 

2014), <http://www.reuters.com/article/2014/07/25/google-eu-privacy-idUSL6N0Q02JR20140725> accessed at 30 

November 2014.  
65

 In the same vein: Daniel Castro and Robert Atkinson, ‘Beyond Internet Universalism: A Framework for Addressing 

Cross-border Internet Policy’ (2014) ITIF, 1-7; See D.J.B., ‘Delineating the Reach of internet intermediaries’ Content 

Blocking – “ccTLD Blocking”, “Strict Geo-location Blocking” or a “Country Lens Approach”?’ (2014) (11)(2) 

SCRIPTed, 115. 
66

 See e.g. article 11 of the EU Charter of Fundamental Rights 

http://script-ed.org/?p=1539
http://www.reuters.com/article/2014/07/25/google-eu-privacy-idUSL6N0Q02JR20140725
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As a preliminary matter, it is worth noting that the Google Spain ruling offers no explicit 

guidance on this point. Nothing in the ruling of the CJEU suggests that Google is justified in 

limiting its implementation to specific websites, countries or regions.67 Nor does the ruling 

explicitly require Google to extend its implementation to non-EEA countries or domains. 

According to the Article 29 Working Party, however, Google’s current domain-based approach is 

woefully inadequate. It reasoned that: 

 

“Although concrete solutions may vary depending on the internal organization and 

structure of search engines, de-listing decisions must be implemented in a way that 

guarantees the effective and complete protection of these rights and that EU law cannot 

be easily circumvented. In that sense, limiting de-listing to EU domains on the grounds 

that users tend to access search engines via their national domains cannot be 

considered a sufficient means to satisfactorily guarantee the rights of data subjects 

according to the judgment. In practice, this means that in any case de-listing should also 

be effective on all relevant domains, including .com”68 

 

Interestingly, the Working Party did not consider the use of (stricter) geographic filtering tools as 

a possible alternative mode of implementation. While we cannot categorically exclude that such 

an approach would satisfy the Working Party, its language suggests that only a global 

implementation of the CJEU ruling will be deemed sufficient.69 The Working Party did, however, 

imply that there should be limits as to who might be able to benefit from the support of European 

Data Protection Authorities (DPAs): 

 

“Article 8 of the EU Charter of Fundamental Rights […] recognizes the right to data 

protection to “everyone”. In practice, DPAs will focus on claims where there is a clear 

link between the data subject and the EU, for instance where the data subject is a citizen 

or resident of an EU Member State.”70 

 

Notwithstanding this limitation, there remains a risk of interference with the territorial sovereignty 

of non-EEA countries. After all, an order to modify search results globally would impact search 

results shown in non-EEA countries. While the target of the search might be a European citizen 

                                                
67

 Albert Gidari, ‘Client Update: The Right to be Forgotten, Everywhere’ (Perkins Coie, Privacy & Security, 6 April 

2014) <http://www.jdsupra.com/legalnews/the-right-to-be-forgotten-everywhere-48744> accessed 20 December 

2014.  
68

 Article 29 Data Protection Working Party, ‘Guidelines on the implementation of the Court of Justice of the European 
Union judgment on “Google Spain and Inc. v. Agencia Española de Protección de Datos (AEPD) and Mario Costeja 
González” - C-131/12’ (2014) WP225, para 20. 
69

 In this regard, one should note that language used in the executive summary of the Working Party’s document is in 

fact stronger than the language used in the body of the text. Here the Working Party observes that “de-listing 

decisions must be implemented in such a way that they guarantee the effective and complete protection of data 

subjects’ rights and that EU law cannot be circumvented.” One could argue that the omission of the word “easily” 

suggests that only global modification of search results would be deemed satisfactory. 
70

 Ibid, para 19. 
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or resident, one cannot exclude the possibility that this person is of interest to the constituents of 

other States. Case law has already made clear that this risk is not merely hypothetical.71  

 

The purpose of this section is to assess the approach advanced by the Article 29 Working Party, 

using public international law as our normative framework. In the following section, we will 

analyze each of the three aforementioned approaches, citing examples from both public and 

private international law. Doing so will allow us to elaborate further upon the jurisdictional 

considerations at stake with each approach. After that, the paper will assess how these 

considerations could be translated to the implementation of the Google Spain ruling.  

 

3.2 POSSIBLE MODES OF IMPLEMENTATION 

 

a. Domain-based  

 

The domain-based approach tailors search results in light of the ccTLD (“country code top level 

domain”) used to access the search engine. It means that the effect of delisting a particular 

search result is limited to one or more “country-specific” versions of the search engine service.72 

In a letter to the Article 29 Working Party, Google’s Global Privacy Counsel defended their 

current domain-based approach as follows: 

 

“National versions of our search service are offered from the relevant ccTLD (country 

code top level domains) for each country, like google.fr for France and google.it for Italy. 

[…]  

We actively redirect European users from google.com to the appropriate ccTLD, and 

European users overwhelmingly use those services. Fewer than 5% of European users 

use google.com, and we think travelers are a significant portion of those.” 73 

 

Google’s argument in favor of using a domain-based approach is based on two premises. First, 

it assumes that the ruling should only affect “European” search results (meaning search results 

“targeted” towards users located in Europe).74 Second, it posits that its current domain-based 

                                                
71

 The risk is well illustrated by the case of Max Mosley. While he is an EU citizen, he is also internationally 

renowned. An order to globally modify search results would impact the information accessible to non-EAA residents 

who may have a legitimate interest (under their national law) in accessing the information. Cases like that of Mr. 

Mosley are, of course, the exception rather the rule. Nevertheless, they merit proper consideration when considering 

how the right to be forgotten should be implemented in practice.  
72

 Zittrain has also referred to this as “google.de model’, under which links to neo-Nazi speech are removed from 

google.de but not from google.com, even when the user of google.com is in Germany. See Jonathan Zittrain, ‘Is the 

EU compelling Google to become about.me?’ (The Future of the Internet and How to Stop It Blog, 13 May 2014) 

<http://blogs.law.harvard.edu/futureoftheinternet/2014/05/13/is-the-eu-compelling-google-to-become-about-me> 

accessed 19 December 2014.  
73

 See Peter Fleischer, ‘Response to the Questionnaire addressed to Search Engines by the Article 29 Working Party 

regarding the implementation of the CJEU judgment on the “right to be forgotten”’, 31 July 2014, 3-4 

<https://docs.google.com/file/d/0B8syaai6SSfiT0EwRUFyOENqR3M/edit?pli=1> accessed 21 November 2014.  
74

 Google decided to extend its implement of the ruling to all EU/EFTA ccTLDs (“In its decision, the CJEU presented 

a legal interpretation affecting multiple countries simultaneously. We heard some DPAs and others call for 

http://blogs.law.harvard.edu/futureoftheinternet/2014/05/13/is-the-eu-compelling-google-to-become-about-me
https://docs.google.com/file/d/0B8syaai6SSfiT0EwRUFyOENqR3M/edit?pli=1
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approach is reasonably effective in achieving this goal because a vast majority of users (95%) 

sticks to their “country-specific” version. 

 

Google has put forth its domain-based approach in other areas of EU law, including competition 

law. In Foundem and others, for example, Google has been accused of misusing its dominant 

market power to influence search results in an anti-competitive manner.75 After more than a 

year of investigation, Google offered up several commitments to address the competition 

concerns raised by the Commission.76 These commitments were limited to “Google EEA Search 

Domains”.77 Despite certain criticisms78, the commitments offered by Google appear to have 

satisfied the European Commission, at least for the time being.79 

 

Foundem and others offers an interesting example of how international principles of jurisdiction 

and competition law can intertwine. As indicated earlier, assertions of extra-territorial jurisdiction 

in competition matters are typically justified under the effects principle. According to the effects 

principle, a State may regulate foreign conduct if it produces substantial effects within its 

territory.80 Due to the strong linkages between different national economies, it is argued that 

foreign conduct which “substantially affects” competition on national markets can justify an 

assertion of extra-territorial jurisdiction. Competition law, in turn, has a longstanding tradition of 

determining at what point a particular activity hampers competition in a significant way. Article 

102 TFEU, for example, imposes “market dominance” in a “substantial part” of the internal 

market as thresholds. The importance of market share might very well explain why, in Foundem, 

Google’s commitment to implement the proposed measures on Google EEA Search Domains 

only was deemed sufficient.81 In other areas of law, it can be more difficult to determine when 

exactly the effects of a certain action are sufficiently felt in the jurisdiction of another State. 

 

                                                                                                                                                       
consistency across states in implementing it, and we have therefore decided to respect that effort by extending each 

removal to all EU/EFTA ccTLDs.”) (Ibid, p. 4.)  
75

 Case COMP/C-3/39.740, Foundem and others v. Google, [2013] accessible at 

http://ec.europa.eu/competition/elojade/isef/case_details.cfm?proc_code=1_39740 (last accessed 12 December 

2014). See also http://www.bloomberg.com/news/2013-01-10/google-sued-by-foundem-in-u-k-for-anti-competitive-

behavior.html.   
76

 See Google, ‘Commitments in Case COMP/C-3/49.740 - Foundem and others’, April 3 2013 

<http://ec.europa.eu/competition/antitrust/cases/dec_docs/39740/39740_8608_5.pdf> accessed 20 December 2014.  
77

 Ibid, p. 6.  
78

 For example, ICOMP, an industry initiative for organisations and businesses involved in internet commerce 

commented that the proposed domain name approach, limited to Member States of the European Union, would not 

sufficiently address the issue. I-Comp did not, however, advocate in favor of global implementation. See ICOMP, 

‘ICOMP Response to the European Commission’s RFI in Relation to Google’s Revised Proposed Commitments - text 

of 21 October 2013’ (2013), <http://www.i-comp.org/fr/wp-content/uploads/sites/6/2013/12/ICOMP_rfi.pdf> accessed 

20 December 2014.  
79

 See Joaquín Almunia, ‘Statement on the Google investigation’, 5 February 2014, <http://europa.eu/rapid/press-

release_SPEECH-14-93_en.htm (last accessed 12 December 2014). 
80

 Cf. supra; section 2.3. 
81

 After all, if only five percent of EU consumers effectively switches to a non-EU ccTLD, that would still mean that 

95% of the EU consumers benefit from the measures.   

http://ec.europa.eu/competition/elojade/isef/case_details.cfm?proc_code=1_39740
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At least one precedent supports the claim that the domain-based approach may also be suited 

for disputes involving personality rights. In 2012, Max Mosley petitioned the Regional Court of 

Hamburg to order Google to refrain from referencing certain photographs.82 The photographs in 

question had been taken in violation of the claimant’s private life, as previously determined by 

the UK High Court.83 Although the publisher had been condemned, the photos remained 

accessible online, including through Google’s search engine. The injunctions sought and 

obtained by Mr. Mosley before the Hamburg Court were confined to the German ccTLD “.de”. 84 

 

b. Geographic filtering 

 

A second possible mode of implementation involves “geographic filtering”, whereby search 

results are tailored to the geographic origin of the search query.85 Geographic filtering implies 

use of software to identify the geolocation of a search engine user.86 In principle, such tools can 

operate independently of the ccTLD used to access the search engine.87 From the perspective 

                                                
82

 The reader should note that Mr. Mosley’s petition concerned not only the inclusion of the photos in SERPs of 

Google’ general search engine, but also the “storage”, “dissemination” and “rendering accessible” of the images (or 

thumbnails) through  Google’s image search engine. 
83

 See Max Mosley v. News Group Papers Limited, [2008] EWHC 1777 (QB) 

<http://www.bailii.org/ew/cases/EWHC/QB/2008/1777.html> accessed 19 December 2014. See also    Isabel Hülsen, 

‘Man versus Machine: Max Mosley's Battle against Google Hits the Courts”, (Spiegel Online International, 31 August 

2012) <http://www.spiegel.de/international/zeitgeist/max-mosley-sues-google-in-landmark-battle-over-digital-rights-a-

853008.html> accessed 19 December 2014. 
84

 Case 324 O 264/11 [2014], at paras 61 and 69, <http://openjur.de/u/674344.html> accessed 19 December. In the 
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decisive factor in establishing the Court’s jurisdiction. Rather, what mattered was the presence of a territorial 

connection beyond the mere accessibility of the infringing content. The decisive factor warranting the Hamburg’s 

Court’s was the “objective and clear territorial connection of the […] content in the sense that a collision of conflicting 

interests […] has or might occur […] within German territory” (para 152). Due to the nature of the content, its close 

connection to Germany, and Mr. Mosley’s notoriety within Germany even before the scandal, the Court considered 

highly likely that knowledge of the litigious publications within Germany would occur (para 153). 
85
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links are withheld from certain jurisdiction. See Jonathan Zittrain, ‘Is the EU compelling Google to become about.me?’ 

(The Future of the Internet and How to Stop It Blog, 13 May 2014) 

<http://blogs.law.harvard.edu/futureoftheinternet/2014/05/13/is-the-eu-compelling-google-to-become-about-me> 

accessed 19 December 2014. Svantensson would most likely categorize this approach as “strict geofiltering”. See 

D.J.B., ‘Delineating the Reach of internet intermediaries’ Content Blocking – “ccTLD Blocking”, “Strict Geo-location 

Blocking” or a “Country Lens Approach”?’ (2014) (11)(2) SCRIPTed, 162 et seq. 
86

 Geo-location can be achieved in several ways. For more information see Svantesson, D.J.B., Extraterritoriality in 

Data Privacy Law, (Ex Tuto Publishing, 2013), 173.; D.J.B., ‘Delineating the Reach of internet intermediaries’ Content 

Blocking – “ccTLD Blocking”, “Strict Geo-location Blocking” or a “Country Lens Approach”?’ (2014) (11)(2) 

SCRIPTed, 161-168; Niloufer Selvadurai, ‘The Proper Basis for Exercising Jurisdiction in Internet Disputes: 

Strengthening State Boundaries or Moving Towards Unification?’  (2013) (13)(2) JTLP, 17-19 and Marketa Trimble, 

‘The Future of Cybertravel: Legal Implications of the Evasion of Geo-location’ (2012) (22) (3) Fordham Intell. Prop. 

Media & Ent. L.J., 586-596. 
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 Geographic filtering and domain-based approaches can of course also work in conjunction. As previously noted, 

European visitors to google.com (i.e., individuals who access google.com from inside the EAA) are automatically 
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of public international law, use of geographic filtering tools appears to offer important benefits. It 

enables national authorities to assert jurisdiction over foreign conduct, while at same time 

confining its impact – at least for the most part – to its own national territory.88 A significant 

limitation of geographic filtering tools, however, is that none of them are completely effective. 

Anyone willing to invest a little time and money can often circumvent them quite easily (e.g., by 

using a proxy server).89  

 

As with the domain-based approach, one can find several examples of case law supporting the 

use of geographic filtering tools. A first example is UEJF and LICRA v. Yahoo! and Yahoo 

France90, one of the most famous cases regarding internet jurisdiction.91 Here, Yahoo! was sued 

for hosting an auction page displaying Nazi paraphernalia. This page was accessible from 

anywhere in the world, including France, where the display of Nazi paraphernalia is outlawed. 

The UEJF and LICRA, two student organizations seeking to combat anti-Semitism, filed for 

injunctive relief before the Tribunal de Grande Instance (TGI) of Paris.92 Yahoo! argued that the 

TGI did not have jurisdiction to hear the case, as the facts at issue were committed in the United 

States and not in France (the litigious pages being hosted by a server located on U.S. soil). The 

TGI rejected this argument, reasoning that 

 

“by permitting the visualization of these objects in France and enabling French internet 

users to potentially participate in the exhibition or sale of such items, Yahoo! Inc. 

                                                                                                                                                       
redirected to their own country-specific version of the search engine. Only if the user chooses to override, i.e., by 

clicking “switch to google.com”, shall the redirect be overridden. This approach illustrates how geographic filtering 

tools and domain based approaches can work in tandem. However, for purposes of conceptual clarity, we have 

chosen not to distinguish between “soft” and “hard” geographic filtering in the context of this article. For more 

information see D.J.B., ‘Delineating the Reach of internet intermediaries’ Content Blocking – “ccTLD Blocking”, “Strict 

Geo-location Blocking” or a “Country Lens Approach”?’ (2014) (11)(2) SCRIPTed, 164-165. 
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 See e.g. also Thomas Schultz, ‘Carving Up the Internet: Jurisdiction, Legal Orders, and the Private/Public 

International Law Interface’ (2008), (19)(4) EJIL, 819-821.  
89

 See also D.J.B., ‘Delineating the Reach of internet intermediaries’ Content Blocking – “ccTLD Blocking”, “Strict 

Geo-location Blocking” or a “Country Lens Approach”?’ (2014) (11)(2) SCRIPTed, 164 (“Where content is sufficiently 

valued by Internet users, they may seek to circumvent the geo-location technologies used in order to access that 

content. While some circumvention techniques are technologically advanced […], others are easy enough to be used 

by virtually anyone […] or even inherent in the system-structure […]. With this in mind, it will presumably always be 

possible to circumvent geo-location technologies.”) 
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 Case No. RG: 00/05308, Association “l’Union des Etudiant Juifs de France”, la “Ligue contre le Racisme et 

l’Antisémitisme” c. Yahoo! et Yahoo France [2000], 22 May 2000, 

<http://www.legalis.net/spip.php?page=jurisprudence-decision&id_article=175> accessed 20 December 2014. This 

order was subsequently confirmed by the same court (Case No. RG: 00/05308, Association “l’Union des Etudiant 
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2000 <http://www.legalis.net/spip.php?page=jurisprudence-decision&id_article=217>. 
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example Uta Kohl, Jurisdiction and the Internet – Regulatory Competence of Online Activity, (Cambridge University 

Press 2007) 99-100, 103-104 and 205-226; B. Maier, l.c., p. 145-148, Jonathan Zittrain, ‘Be Careful What You Ask 

For: Reconciling a Global Internet and Local Law’ (2003) Harvard Law School Public Law, Research Paper No. 2003-

03 5/2003, 10-11.  
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commits a wrong on French territory, […] which is at the source of damage to both Licra 

and Uejf […]”93 

 

The Court eventually went on to order to order Yahoo! Inc. to take all necessary measures to 

prevent French residents from accessing the pages in question However, it only confirmed its 

injunction after satisfying itself that it would be technically feasible for Yahoo! to determine, with 

sufficient probability, whether or not a page request originated from French territory.94  

 

A more recent case supporting the use of geographic filtering is M. et Mme X et M. Y v. Google 

France.95 In this case, the claimants had been victims of defamation which subsequently 

resulted in a criminal conviction. Google’s search engine connected the complainants’ names 

with the case by referring to a website and a Facebook page which in turn contained references 

to the judgment. Here too, Google tried to argue that its current domain-based approach should 

be deemed sufficient. The TGI, however, rejected the argument. Specifically, it reasoned that  

 

“It is in vain that Google France asks (...) that the injunction be limited to links on 

Google.fr, seeing as it does not establish the impossibility to connect from French 

territory to other domain name extension of Google’s search engine.”96 

 

Several commentators read this ruling as a push for global modification (rather than mere 

geographic filtering) of search results.97 While the TGI’s reasoning refers only to domain name 

extensions, its use of the word “impossibility” could indeed be viewed as a bid towards global 

implementation. However, its reference to “from French territory” suggests geographic filtering 

on the basis of the origin of a query (rather than on the basis of ccTLD) might be sufficient. 

 

Accessibility from within the territory of France was also a determinative consideration in Max 

Mosely v. Google Inc. and Google France. Prior to his victory before the Hamburg Court, Mr. 

Mosely managed to obtain a decree for injunctive relief from the Tribunal de Grande instance of 

Paris. The TGI ordered Google 

 

                                                
93

 Id. This reasoning essentially reflects an application of the “effects doctrine”. (Marc Greenberg, ‘A Return to Lilliput: 

The LICRA v. Yahoo – Case and the Regulation of Online Content in the World Market’ (2003) (18)(4) Berkeley Tech. 

L. J., 1208.)  
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 See also Jonathan Zittrain, ‘Be Careful What You Ask For: Reconciling a Global Internet and Local Law’ (2003) 

Harvard Law School Public Law, Research Paper No. 2003-03 5/2003, 10. 
95

 Tribunal de Grande Instance de Paris, Ordonnance de référé du 16 Septembre 2014, M. et Mme X et M. Y/ Google 

France <http://www.legalis.net/spip.php?page=jurisprudence-decision&id_article=4291> accessed 25 November 

2014. 
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“to withdraw and stop posting on its search engine Google Images […], which is 

accessible in France, the nine images that Max Mosely has asked to be removed.” 98  

 

The reasoning of the TGI is particularly interesting as regards its rejection of the domain- based 

approach:  

 

“Whereas […] [Google] argued that the court cannot […] issue prohibitory injunctions 

against websites other than google.fr which do not target the public in France […].  

Whereas […] it is up to [Google] to demonstrate that the company referrals on websites 

it operates […] have no impact on that territory where these pictures were deemed 

constitute a criminal offense.”99 

 

The reasoning of the TGI is interesting for several reasons. First, it is interesting because it 

clearly rejects the so-called “targeting” approach, an approach often advocated in disputes 

regarding online content.100 Second, the reasoning implies that the search engine provider failed 

to convince the TGI of the effectiveness of its domain-based approach. Third, it suggests that 

the burden of proof for demonstrating the effectiveness of such measures resides with provider 

of the search engine service, rather than the individual seeking protection.  

 

In both of the aforementioned TGI cases, the accessibility of content (or references thereto) 

from inside the French territory was determinative in establishing the Court’s jurisdiction. 

Although neither rulings explicitly mandated the use of geographic filtering tools, their underlying 

reasoning suggests that the use of geo-filtering would have likely been amenable, provided it is 

implemented in an effective manner. 

 

c. Global implementation 

 

Global implementation involves delisting on all versions of the search engine, regardless of the 

geographic origin of the query or the ccTLD used to access the search engine. This approach is 

arguably the most contentious from the perspective of public international law, as it implies the 

greatest interference with the territorial sovereignty of other States. Nevertheless, one doesn’t 

need go back very far in order to find an example of an injunction for global modification of 

search results. Although the case concerned private rather than public international law, the 

reasoning of the Court is informative for our further analysis. 

 

In Equustek Solutions Inc. v. Jack, the Canadian company Equustek claimed that Jack et al. 

had misappropriated its goodwill by performing a “bait and switch”. (Jack et al. advertised 

Equustuk products on their websites, but delivered their own products instead once a sale was 

made). In the end, the Supreme Court of British Columbia (SCBC) considered it necessary to 

                                                
98

 Case No. RG 11/07970, Max Mosley c. Google Inc et Google France [2013] < http://droitdu.net/2013/11/tgi-paris-

17e-ch-6-novembre-2013-rg-1107970-max-mosley-c-google-france-et-google-inc> accessed 12 December 2014. 
99

 Id. 
100

 For more information on the “targeting approach” see in particular Thomas Schultz, ‘Carving Up the Internet: 
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issue an injunction with global effect in order to adapt to the “borderless electronic web of the 

internet”.101 The Court also noted that Google’s removal of search results from google.ca alone 

was inadequate to offer the plaintiff’s effective relief. Specifically, it reasoned that  

 

“[A]lthough Google has a website for each country to which searches made within that 

country default, users can override that default and access other country’s Google 

websites. […] [T]o be effective, even within Canada, Google must block search results 

on all of its websites.”102  

 

The Court also observed that the defendants’ sales originated primarily in other countries.103 As 

a result, “the Court’s process cannot be protected unless the injunction ensures that searchers 

from any jurisdiction do not find the defendants’ websites”.104 The reasoning of the British 

Supreme Court was not, however, limited to considerations of effectiveness alone. The Court 

also took into account the fact that the defendants’ activities also breached the laws of other 

countries (rather than only the laws of Canada).105  

 

Having established its authority to issue an order with worldwide effect, the SCBC went on to 

consider which test should be applied in deciding whether or not to grant it. In the end, the Court 

considered one should balance the interests of the actors involved, “having regard to all the 

relevant factors in each case” in order to reach “a just and convenient” result”.106 According to 

the Court, inter alia the following factors should be taken into account:  

(a) whether the interests of justice favor the granting of the relief sought; and  

(b) the degree to which the interests of those other than the applicant and the identified 

non-party could be affected.107 
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3.3 ASSESSMENT 

 

The principle of territoriality implies that the geographical borders of a State should, as a rule, 

delineate its ability to impose restrictions upon the accessibility of online content.108 Both the 

domain-based and geo-filtering approaches sit rather comfortably with the principle of 

territoriality. Under the domain-based approach, implementation is limited to websites which 

actively target the inhabitants of the regulating State. The geo-filtering approach goes slightly 

further, by requiring website operators to take measures to prevent access from within the 

territory of the regulating State.109 A major benefit of both these approaches is that they 

minimize potential interferences with other States’ sovereignty.110 In principle, only internet 

users residing in the territory of the regulating State are affected by their implementation.111 

Nevertheless, there may still be instances in which a demand for global implementation can be 

justified. As indicated earlier, the effects principle allows States to regulate behavior which takes 

place outside its territory insofar as it produces “substantial effects” within its territory.112 

Depending on the circumstances, the continued availability of certain types of content may 

produce “substantial effects” within a States’ territory - even when the content it is not targeted 

at its inhabitants or requires additional efforts to be reach.113 If this is the case, it does not, 

however, provide a “carte blanche”: the regulating State must still ensure that its demand for 

global implementation is in fact “reasonable”. 

 

a.  Reasonableness 

 

The jurisdictional principle of reasonableness requires States to balance the need for 

effectiveness against the principle of non-intervention.114 It means States should weigh the 
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 Uta Kohl, Jurisdiction and the Internet – Regulatory Competence of Online Activity, (Cambridge University Press 

2007), 89 et seq. As noted by the District Court of California: “[a] basic function of a sovereign state is to determine by 
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realization of their own policy objectives against the risk of undue interference with the national 

policies of other States.115 The main difficulty with “reasonableness” is that it’s an amorphous 

construct, meaning national authorities applying the principle may easily become biased.116 

Moreover, it is not always clear for the parties involved which parameters will be considered 

relevant, thus undermining legal certainty and foreseeability. Still, principles such as 

reasonableness offer a more workable alternative in cases where multilateral treaty-making is 

slow or unlikely to come about.117 The question before us now is whether the EU can 

“reasonably” require global implementation from search engine operators implementing the 

Google Spain ruling.  

 

In Google Spain, the CJEU made repeated references to the need to ensure “effective and 

complete” protection of data subjects. The first element to consider, therefore, is what is 

required in order to ensure “effective” protection. According to Schultz,  

 

“Obstacles, to be effective, do not have to be impossible to circumvent. They need only 

to make an action substantially more difficult to perform, thereby ‘altering the prices one 

has to pay for the performance of actions’.”118   

 

Considering “effectiveness” from this light, many will argue that Google’s current 

domain-based approach is sufficient. Others will argue that at least geo-filtering is required in 

order to be “reasonably” effective. Considering the relative ease with which the domain-based 

approach and even geo-filtering can be circumvented, others will argue that only global 

implementation is sufficiently “effective”. In other words: opinions will vary. The need for 

additional criteria is thus clear. Absent such criteria, there is an inherent risk that the decisions 

of national authorities will excessively interfere with the sovereignty of other States.119 

                                                                                                                                                       
more information see Cedric Ryngaert, Jurisdiction in International Law, United States and European perspectives 
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b. Interest balancing 

 

In the context of antitrust law, the concept of “interest balancing” has emerged in an effort to 

constrain the (perceived) arbitrariness linked to the principle of reasonableness.120 When 

performing “interest balancing”, courts weigh domestic and foreign interests against one 

another, based on a list of identified factors.121 The outcome of this balancing exercise is a 

determination as to whether or not there exist sufficient grounds to warrant extra-territorial 

jurisdiction. Interest balancing is somewhat less perilous than mere “reasonableness”, mainly 

because it requires courts to explicitly consider both domestic and foreign State interests.122  

 

In our view, the principle of interest balancing should inform the further enforcement of the 

Google Spain ruling. When looking at the context of internet search, several factors seem 

relevant. First, one should consider the potential interests other States might have with regards 

to the referenced content. In cases like Google Spain (which involved an announcement in a 

local newspaper of an event long gone by), the interest of other States is arguably quite low. 

Chances are small that the constituents of non-EEA States would experience any real adverse 

impact from such delisting. Conversely, if the facts are such that the connection with other 

jurisdictions is stronger (e.g., if the search results referred to content authored by a Canadian 

author working for a US newspaper, or if the content refers to an individual of interest in other 

jurisdictions), it might well be unreasonable to pursue global implementation.123    

 

Second, one should consider the likelihood of adverse impact if delisting is confined to “local” 

search results. For example, how high is the likelihood of (continued) adverse impact if the 

same search results remain available on other ccTLDs? How high is the likelihood of adverse 

impact if the search engine provider were to employ geo-filtering? As indicated earlier, the 

answers to these questions will depend largely on how effective one thinks these approaches 
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are.124 However, they may also enable differentiation between cases depending on the subject 

matter. For example, cases involving additional thresholds (such as “market dominance” in a 

“substantial part” of the internal market) may be decided differently than those in which such 

additional thresholds are absent.  

 

A third relevant factor to consider is harmonization. To what extent is the norm to be enforced 

shared by other States? From a jurisdictional point of view, this is an important question.125 The 

higher the degree of harmonization between the States, the less problematic an extra-territorial 

assertion of jurisdiction becomes. (It is difficult to consider the interference with other State’s 

competences as excessive when the relevant states have (near) unique legislation in place.126) 

As far as Google Spain is concerned, this factor would probably weigh against global removal. 

Seeing as the CJEU only recently recognized the right of individuals to request removal of 

certain search results, it remains dubitable – at least for the time being – whether non-EEA 

countries would strike the same balance as the CJEU did.  

 

Last but not least, one should also consider the presence of other connecting factors in relation 

to the territory of the forum State. Looking at the facts that preceded the Google Spain ruling, 

one can find several elements that would justify a Spanish order for global modification of 

search results: 

(1)   the content at issue was published by a Spanish newspaper; 

(2)   the indexed website was hosted by a server located in Spain; 

(3)   the content at issue concerned a Spanish citizen; and 

(4)   the relevant search term consisted of the name of a Spanish citizen. 

 

Taken together, these elements suggest that the content in question is more closely related to 

Spain than to any other country. From this perspective, one could argue that it should be up to 

the Spanish authorities to decide whether Google’s search results should be modified globally 

or not. Moreover, if Spain had decided to go after the source of the publication – a move well 

within its rights, at least from the perspective of public international law – the information would 

have de facto become globally inaccessible.  

 

In conclusion, it seems that the question of whether or not global implementation is justifiable 

under public international law will depend on the facts of the case. In cases like Google Spain, 

the connecting factors with the EU seem sufficiently strong (and the connection to other 

countries so weak) to justify an order for global implementation (if deemed appropriate by the 
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competent authority). Conversely, if the facts are such that the connection with other 

jurisdictions is stronger, it might well be unreasonable to insist on global implementation. 

 

c. Looking ahead 

 

The previous section identified four factors to determine whether a State can “reasonably” 

demand global implementation. Of the four factors, greatest weight should be given to the first 

(interests of residents of other states), third (harmonization) and fourth factor (territorial nexi).127 

None of the proposed factors are by themselves determinative. Instead, one should look at 

them in combination to determine whether, on the whole, an order for global implementation 

might be justified.  

 

Abstract notions of “State sovereignty”, “reasonableness” and “interest balancing” are difficult to 

implement in practice. While the proposed criteria may help to make these notions more 

tangible, critics will argue that they are still too fuzzy. Moreover, they add complexity to what is 

already a complex exercise (i.e., balancing an individual’s privacy interests against the public’s 

interest in having access to that information on the basis of a name search).  

 

The criteria developed in the previous section were not developed with a corporate mindset. 

Public international law is first and foremost a matter for States, who must carefully weigh their 

own interests against those of the international community when exercising jurisdiction extra-

territorially. In its guidance document, the Article 29 Working Party indicated that that the 

implementation of the Google Spain ruling should in principle be global.128 In the abstract, this 

seems excessive. The Working Party’s position becomes more understandable, however, when 

read in conjunction with the other guidance provided in this document. According to the Article 

29 Working Party, search engine operators are only required to modify search results if the 

privacy interests of the requestor are not overridden by the public’s interest in having access to 

that information on the basis of a name search.129 If there is no overriding public interest in the 

EAA, there is unlikely to be a strong public interest in other States. As a general matter, the risk 

of significant adverse impact on the inhabitants of non-EAA States should therefore minimal. 

Moreover, if the individual concerned is not of “international” interest, chances are high that 

other territorial nexi (e.g., establishment of the publisher, server location, etc.) are also EEA-

based. Obviously, there will be exceptions. Nevertheless, from a practical point a view, it is 
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where “keeping it local” clearly does not stand in the way of achieving the State’s policy objective. 
128

 Cf. supra; section 3.1. 
129

 Article 29 Data Protection Working Party, ‘Guidelines on the implementation of the Court of Justice of the 

European Union judgment on “Google Spain and Inc. v. Agencia Española de Protección de Datos (AEPD) and Mario 

Costeja González” - C-131/12’ (2014) WP225, 2 <http://ec.europa.eu/justice/data-protection/article-

29/documentation/opinion-recommendation/files/2014/wp225_en.pdf> accessed 10 December 2014. 

http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp225_en.pdf
http://ec.europa.eu/justice/data-protection/article-29/documentation/opinion-recommendation/files/2014/wp225_en.pdf


29 

 

perhaps easier to begin by sending the message that the implementation should be global by 

default.  

 

Search engine providers should resist global implementation in cases where it is likely that the 

removal of search result would impact internet users in non-EEA countries in a real way. In 

other words, providers should consider the interests of non-EEA users when deciding removal 

requests. If they reach the conclusion that the content may be relevant to the constituents of 

other States, they should either (a) reject the request altogether or (b) accommodate it through 

geo-filtering or using a domain-based approach. If the individual appeals the decision, data 

protection authorities could issue an injunction requiring global implementation if they believe it 

to be justified.  

 

Before concluding, we should reiterate that the assessment criteria proposed in this paper have 

been based exclusively on general principles of public international law. We acknowledge that 

other importance interests are at stake, such as the power of a free and open internet as a 

global force of change.130 These arguments should inform the debate on implementation. They 

cannot, however, be decisive. “Cyberspace” is not a world onto itself.131 Regulation of Internet 

activities is a State matter and as such falls within the realms of public international law. Any 

criteria developed in the aftermath of the Google Spain ruling should therefore also be based on 

jurisdictional considerations.  

 

4. CONCLUSION 

 

The EU’s jurisdictional authority in Google Spain can be justified by reference to two principles 

of international jurisdiction, namely the territoriality principle and the effects principle. While the 

territoriality principle typically supports a strong jurisdictional claim, jurisdiction based on the 

effects principle is more contentious. A jurisdictional principle that could be of guidance here is 

the principle of reasonableness, which requires national authorities to balance the need for 

effective protection against undue intervention in a foreign States’ policies. Although the 

existence of such a principle is not generally accepted, some courts have already referred to it 

as a basis of limiting the extent to which jurisdiction could be asserted.  

 

The Article 29 Working Party has been rather succinct regarding the extra-territorial effects of 

the EU’s right to be forgotten. Its guidance document contains no evidence of a weighing of EU 

interests against the interests of other States. Still, it may depend on the circumstances of each 

case whether or not global implementation is appropriate. In Google Spain, there were several 

elements which provided a particularly strong link to EU territory. As a result, insistence on 

global modification of search results in such a case may be justified. However, it should not be 
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 See e.g. D.J.B., ‘Delineating the Reach of internet intermediaries’ Content Blocking – “ccTLD Blocking”, “Strict 
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excluded that there may also be situations in which there are also strong connections to other 

States, rendering bids for global modification more contentious.  

 

Effectiveness of regulation is and will remain an important factor deciding questions of extra-

territorial jurisdiction. Preventing States from effectively enforcing their legislation is just as 

much an infringement of sovereignty as applying domestic regulation extraterritorially. However, 

effectiveness cannot be the sole criterion upon which the further implementation of Google 

Spain is based. This would run afoul of the basic tenet of public international law that territory 

acts as the primary basis of jurisdiction. Moreover, effectiveness alone can be quite a subjective 

test and so will risk leading to bias. As a result, one should take into account additional factors 

which are more closely connected to the territory of the States involved. This article has 

proposed four factors for application of interest balancing to the context of internet search. While 

these factors will undoubtedly be contested, we hope they will serve as input to what is likely to 

remain an ongoing debate in Internet governance.  
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